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of At-TAHALOF Magazine under the theme of 
counter-terrorism, and shall be pertinent to 
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communications, counter-terrorist financing 
and military.
• The manuscript shall be authentic, objective 
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shall be cited and a well-written list of refer-
ences and bibliographies shall be provided.

• The manuscript shall be written in Arabic, 
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• Under no circumstances may the manu-
script have been published by any formats 
even if minor or major changes are made.

• The manuscript either in whole or in part 
may not have been previously published or 
accepted for publication elsewhere wheth-
er by the same author or by a different au-
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• The manuscript not accepted for publi-
cation does not mean such a manuscript is 
poor. Failure to obtain acceptance for such a 
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lish his or her manuscript at his or her discre-
tion, provided that he or she shall expressly 
state that such a manuscript has already been 
published in At-TAHALOF Magazine.

• At-TAHALOF Magazine shall be entitled to re-
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Font Type: Traditional Arabic; Font Size: 18

o English & French:
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 Footnotes and sources, if any, should go at the 
end of the manuscript with font size (16) for 
Arabic and (12) for English and French.

• The Quranic verses of the Holy Quran shall be 
placed in parentheses and shall be appropri-
ately cited, using the Ottoman calligraphy, with 
reference to the relevant verse and chapter 
numbers.

• It shall be desirable to attach illustrations 
relevant to the subject-matter; such illustra-
tions shall be taken from specialized authen-
tic resources rather than from newspapers 
and magazines. 

• Attached to the manuscript shall be the au-
thor’s curriculum vitae (CV), including: full 
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 Lassina Diarra

A glaringly heated development in the struggle between 
Al-Qaeda and ISIS thinkers is still persistent across the Sa-
hel and Sahara region, aimed at wielding control over the 
region. The two parties are trying to assert self and control 
in the Sahel region. Taking advantage of the appropriate 
geographical location to carry out terrorist operations, as 
well as other factors, including: the expansion of the geo-
graphical area, the exacerbation of tribal affiliation, the 
conflict over non-renewable resources, and the drought of 
soil. The Sahel and Sahara region includes: Mauritania, Mali, 
Burkina Faso, Niger and Chad.

 RESEARCHER ON TERRORISM IN WEST AFRICA, THE REPUBLIC OF CÔTE D’IVOIRE.
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Disagreement and Conflict
The diversity of terrorists of different orientations over the 
recent decades have obviously triggered many conflicts, 
and the terrorist movement in the Sahel since 2007 has 
paired up with those who are readily willing to adopt its 
orientations and help to further extend its influence and 
control in West Africa. In the wake of the military collapse 
of the Islamic State in the Middle East in 2017, the geopolit-
ical map of the security threat in this region took a different 
form.

Practically, the main terrorist threat has snowballed into 
its new guise, manifested by the Sahel branch of Al-Qae-
da, known as the Group for Support of Islam and Muslims 
(GSIM), and the ISIS branch in the Greater Sahara (EIGS). 
Since the beginning of 2020, violent battles have erupted 
between the two terrorist factions, which made up many 
discussions and analyses at the political and military level.

Changing the Strategic Approach
The crisis in the Sahel is increasingly growing more com-
plicated by several factors, including the attempt to control 
natural resources, the myriad smuggling and trafficking hot 
points, and the struggle for liberation, triggering social and 
political chaos, which brought about the support of terrorist 
groups that impose their political and military agenda rep-
resented in liberated lands as a basis for the expansion of 
terrorism that Al-Qaeda leader Ayman Al-Zawahiri posited 
in his book Knights Under the Flag of the Messenger. The 

association between the concept of territoriality and the 
modality of operation has become the basis for the survival 
of the various terrorist organizations, especially ISIS and 
Al Qaeda.

Both of the said organizations espouse overlapping goals, 
and are based on the claim of applying Allah’s law on earth. 
ISIS was established by the Shura claim on a plot of land 
there, then it turned to geographical control over the entire 
region. Al-Qaeda was established there according to the 
claim of the concept of Islamic thought and identity, without 
interest in extending its geographic influence. However, the 
leaders of the organization in the Sahel adopted a different 
strategic military approach based on local conditions and 
realities, calling for a fateful jihad on historical and geo-
graphical foundations, invoking local heroic figures, which 
symbolize the offensive Fulani jihad in the eighteenth and 
nineteenth centuries represented by Suleiman Pal and Haj 
Omar bin Said Tal, nicknamed Hajj Omar al-Futi in the Sa-
hel and Osman Dan Vodio, founder of Sokoto state, Nigeria, 
and the regional reference in West Africa.

Since strengthening international counterterrorism coop-
eration, terrorist organizations have adapted to the new 
international mode of action, applying the theory based on 
decentralization in terrorist action, that is, organizations 
abandoning regional hierarchy in favor of a new type of 
terrorism, based on networks that are almost without lead-
ership, while easing the deadlock of combat doctrine lest it 
should impede the realization of the terrorist project. This 
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includes the new mobile “autonomous” entities that op-
erate relentlessly under the banner of ISIS in the Greater 
Sahara (ISGS).

Utilitarianism and War Theories
The apparent expediency of some terrorist leaders in the 
Sahel has bought about the hybridization of the criminal 
act and the terrorist act. Smuggling or trafficking along-
side other illegal activities have been used as methods of 
obfuscation and tricks to silently defend the draft invasion. 
The Emir of ISIS in the Greater Sahara (ISGS) El-Habib 
Ould Abdi Ould Said Ould Bashir, nicknamed Abu Walid 
Al-Sahrawi, has extremist ideologies and is convinced of 
the justice of religious conflict, combining utilitarianism 
with the claim of conservative Salafism. His main local 
strategy is based on holding onto the battle theory that 
Petraeus and Taber are famous for, which calls for tight-
ening social contact with residents and mobilizing local 
figures who are able to secure financial and human re-
sources, especially violence has ballooned into a heated 
stage given the lack of initiatives from the side of the ac-
tive states, due to the disagreement over approaches.

It is clear that the strength of ISIS in the Greater Sahara 
(ISGS) lies in its ability to adapt major guerrilla theories 
(Maoist and Leninist) to its terrorist struggle. It decoyed 
and hypnotized the entire society, especially the youth, 
into violence, beginning with the destruction of the local 
governmental community structures that were the foun-
dations of steadfastness, and then the direct attack on the 
defense and security forces (Inates Camp) in Niger, and 
(Indelimane Camp) in Mali. In 2019, terrorist groups in-
creased their direct attacks on defense facilities (barracks, 
brigades, police stations, and observation points). This 
prompted the military institutions to adopt the approach of 
general violence or chaos, which terrorist strategies call 
for. These institutions have adopted the pure strategic vi-
sion of Bernard Brody, which calls in theory and in practice 
to act in complete isolation from morals, which led them to 
commit all kinds of atrocities (mass killing, kidnapping, and 
extrajudicial violations). This led to a loss of confidence be-
tween the defense and security forces and the population, 
and facilitated the recruitment and integration of terrorist 
groups into communities.

Likewise, the grassroots sense of insecurity (subjected to 
military and terrorist violations) has led to the establish-
ment of self-defense groups. In these societies controlled 
by armed groups that suffer due to various conflicts, in-
ternational terrorist organizations lay the foundations for 
their hegemonic project.

Camouflage War
The modern combat (terrorist organizations) embodied by 
Al-Qaeda came into existence in the aftermath of the Cold 
War, taking a position in the midst of the contradictions in 
the restructuring of national and international societies in 
the post-polar era, following the collapse of the Soviet Union. 
From the West to Africa through the Middle East, Al-Qaeda 
established itself as a geopolitical component that changed 
the traditional structure of political-diplomatic doctrines and 
in the traditional power relations. Under these circumstanc-
es, a superficial terrorist structure slipped into reality in 
2006, nicknamed ISIS in Iraq and Syria.

The clashes between ISIS and Al-Qaeda in the early 2020s 
in the Sahel revealed, according to some analyses, com-
municable contagion. The forces of terrorist movements 
are likely to be exhausted as a whole. It is clear that such 
analyses provide a misunderstanding of the essence and 
purpose of terrorism, especially in the Sahel. ISIS in the 
Sahara Desert (ISGS) is nothing but a passageway for 
Al-Qaeda, extending between these two entities bridges 
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of solidarity that support the project of dependency. Ter-
rorist violence contributes to the lure and legitimacy of the 
call and armed fighting. In the Sahel, it is not important to 
search for the lineage of terrorists in internal wars among 
brothers; rather, what is important is the supreme ideologi-
cal vision of the new caliphate, whose features were hidden 
by a group of authoritarian sectarians in the 1990s. This 
breeding ground represents a reservoir for victims of ter-
rorism. The survey that we conducted in the Sahel in 2019 
reveal the superiority of ideology as the mental gateway for 
new terrorists.

Whether it is Al-Qaeda or ISIS (ISGS), the only fighting that 
interests them in the first place is that which leads to the 
emergence of a religious political system based on the le-
thality of the theoretical and ideological approach. There-
fore, this battle represents a ploy to obscure the course of 
the terrorist project.

Based on our various surveys, we can say the ideological 
creed is a decisive factor in the structuring of terrorist 
groups and their activities. Most governments in the re-

gion avoid or ignore the fact that the current situation is 
the result of conviction and not the result of the criminal 
superiority embodied by illicit trafficking of all kinds. This 
is why the direct confrontation between ISIS (ISGS) and the 
Al-Qaeda affiliated branch (GSIM) appears to be a kind of 
camouflage.

In all the countries of the region, the threat is manifested in 
the shift from solidarity and tolerance to sectarian retreat 
and retrenchment, as the threat is imminent. Across sev-
eral countries in the Sahel, a burning and driving desire is 
ubiquitously rife to replace the religious state with the Ger-
man state under the concept of a single nation, according 
to which many citizens of the countries of the Atlantic coast 
(such as Senegal, Ghana, and Benin) join ISIS in the Great-
er Sahara (ISGS) and the Al-Qaeda branch (GSIM). Hence, 
local and international institutions must recognize that the 
terrorist threat is not a matter of groups or organizations. 
Rather, it is a matter of successive ideological cycles that 
adopt the project of global domination. 
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 SYLVIE TAUSSIG 
The far-right is not associated willingly with the concept of the third globalization or the alternative world; the telling co-
gency reveals that its name, the far-right, across of Europe connotes racism, drumming up for deeply ingrained feelings 
of the white supremacism or the European civilization. The third globalization and the alternative world are the legacy of 
the left; rather, the far-left.

Things do not always go this way as precisely as such; racism is not the only trigger that directs the most populist sects 
of a large portion of the voters of the largest far-right parties against an elite of intellectuals and literati of broad culture, 
while fully immersed in ideological issues. Nevertheless, some theorists grounded in this field adopt another view, which 
is based on broad cultural details. If they sometimes get engaged in the political arena, the most important aspect is dis-
played in magazines and books, and in forums of influence; rather, in associations that differ in their secret side. Their 
project is to change the depths within a vision that can be said to be utopian idealist, in which we see famous names such 
as: Guénon René and Julius Evola. I will not speak of France alone; rather, I will take into account the problem at the level 
of all of Europe coupled with Russia.

 Researcher at National Center for Scientific Research, France.

ALTERNATIVE TO THE FAR-RIGHT
THIRD APPROACH THEORY
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Diversity of Trends
One of the difficulties encountered by the researcher in ad-
dressing the issue of the far-right is the wide variety of ori-
entations and bodies that are often based on strong individ-
ual capabilities, and on small political blocs or fuzzy ideas.

As viewed by the far-right, the third globalization should 
be primarily conceived in the scope of non-alignment, dat-
ing back to the era in which the world was bipolar, which 
is duality characterizing the twentieth century. The idea of 
a third way between communism and American capital-
ism is echoed particularly in “Neither Right nor Left” by Zev 
Sternhell to describe French fascism, rejecting the deeply 
ingrained idea: France is immune to political extremism that 
spread in the 1920s in Italy and Germany.

The idea of the “Third Way” by the far-right precedes the 
two issues following World War II and dates back to the in-
fancy stage of the Soviet Union, driven by the slogan (No to 
Communism, No to Liberal Democracy) as a real catalyst. 

We find this motivation in Heidegger’s philosophy termed as 
WANT, which dates back to April 1945. It is a text in which 
he announced, at a time when Nazi Germany has not yet 
announced its surrender, the birth of the Cold War, and the 
ruthless confrontation between two political systems and 
two ideological approaches.

The Soviet Union and the United States of America had not 
yet reached a phase of hostility. Heidegger records a re-
markable interest in the Soviet Union not because of true 
communism ubiquitous there; rather, it is an aspiration for 
communism of minds in which the pure and implicit truth 
refers to the spirit of the Russian people.

Seas Peoples
When the concepts of the third globalization and the alter-
native path are attributed to the far-right, this will be in the 
name of the always delusional popular depth, referring to 
the allegedly original identity of the people in their own in-
wardness without blending with other cultures.
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Carl Schmitt, a writer of Nazi leanings who is the center of 
the geopolitical theoretical ideology of the far-right, puts 
in his book Terre et Mer the term “Seas People” that de-
scribes some peoples, especially the English allied with the 
Jews, as opposed to the peoples of the lands, which are the 
deep-rooted continental peoples with earthly tendencies. 
The peoples of the seas are individual cosmic rootless peo-
ples, who move in an empty, unstable space. The earthly 
people are interested in the law of the land and active on the 
territory occupied by sovereign states. The difference is big 
between what we mentioned and the concept of the alterna-
tive world among the leftists, who consider the downtrodden 
social class a transcontinental phenomenon. What is meant 
here is to address the oppressed peoples while respecting 
their specificities.

Migration and crossbreeding are unacceptable on the 
ground, on the pretext that every distinct culture is a closed 
culture; if it is mixed with others or is particularly distract-
ed by the weight of influence, it is as if it became a cultural 

colony, that is, it suffers an irreparable loss. This vision is 
not contemporary, and it is often mentioned in this context 
that the Nazis rejected the colonial empires that, according 
to their logic, should be distinguished from the vital sphere, 
which are the lands occupied by Germany in its east because 
it belongs naturally to the German people.

Anti-Imperialism
Anti-Americanism, which is in fact political and cultural, is di-
rected towards taking stereotypical positions of the far-right, 
which is radically anti-imperialist. It is evident that anti-im-
perialism on the far-right has a history, and it is also evident 
that we find the sources of such hostility in the ideologies 
adopted by several trends in the 1920s, especially among 
the supporters of the conservative revolution. We also find it 
between 1950-1960 in non-alignment. This anti-imperialist 
position did not obtain a majority until the end of the seven-
ties for a number of reasons. They are listed down chrono-
logically:

1. The establishment of the New Right with the Research 
and Studies Group for a European Civilization (GRECE), 
under the direction of Alain de Benoist, an author who 
claims to be defiant to the classification of neither 
“right” nor “left” and continues to lead the thinking of 
the far-right at the level of France if not at the global 
level. We should mention here Alexandre Douguine in 
the Soviet Union, Diego Fusaro in Italy, and Kémi Séba 
between Benin and France. We should also mention oth-
er representatives of this trend, less well-known across 
the media, such as Rachid Achachi from Morocco.

2. The success of the Islamic revolution in Iran, in which 
the president was obsessed with anti-Semitism with the 
far-right, and which contributes to the revival of the idea 
of the third globalization, among the currents that en-
couraged all forms of anti-colonial struggle. We would 
like to cite here the name of Jacques Vergès, whose 
political convictions are riddled with suspicions, or the 
name of the Swiss banker François Genoud.

3. The end of the Soviet Union, which means the end of 
bipolarity, and the unilateralism of the United States of 
America as world leadership.

4. Anti-imperialism, which ultimately means opposition to 
an alternative globalization which is economic as well, 
has become one of the most apparent features of the 
far-right. It fuels anti-Americanism with deep anti-Sem-
itism (some say metaphysical). The strategy of the far-
right, faithful to the goals of the GRECE, is to create a 
cultural blog that is an ideological base for a gradual 
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seizure of power, and at least as Alan Benoit and those 
close to him see it, is to win the culture battle to swallow 
the left.

This results in what we call brown red, as the red is the em-
blem of communism, and brown is the emblem of the far-
right. Benoit’s approach is evident in the two important mag-
azines directed by Eléments and Krisis, which are aimed at a 
wide audience, unlike the less popular magazines of the past 
far-right, such as Totalit and Flash. Benoit used to invite to 
his two magazines intellectuals of all sects under the slogan 
of the necessity to go beyond monistic ideology. Therefore, 
the far-right falsified a large part of the current referenc-
es, and imposed resources that adopt its ideological frame-
works, and imposed its terminology.

Ideological Conviction
The ideological convictions of such groups are clearly influ-
enced by the far-right, by relying on a form of interpretation 
of Nietzscheism’s ideas; paganism, the anti-cosmopolitan-
ism of the Enlightenment and the conservative revolution 
are traditional ideas in culture and revolutionary at the polit-
ical level), deeply anti-capitalist and anti-Christian, rejecting 
any form of liberalism. As for what is related to their uplift-
ing and glorification of peoples, they approach the point of 
idolatry and paganism, accompanied by strong traditions, as 
they see the deep ecologies as victims of the spread of Chris-
tianity through genocide, and they see in them proofs that 
preceded those of Descartes, and the absence of dualism. 

It is important to say that their inclination for neo-paganism 
does not distract them from Islam. Rather, what happens is 
the opposite, as they read it with the eyes of Guénoniennes, 
praising his distinguished return to the primitive tradition; 
they have a tendency towards Islam and care for it. We men-
tion Claudio Mutti, an Italian who converted to Islam, and 
there is political Islamism that we find in Soral and Dieud-
onné in France.

The theory that allows us to clearly understand the far-right 
and anti-globalization is the theory of ethnic differences vis-
à-vis cosmopolitanism, the promotion of the right to cultural 
difference, and the compatibility of cultures, referring to an 
identity in origin, and was theorized by Armin Mohler, which 
is a theory that we find its predecessor in Defense on the 
Previous View by Burke and Maistre, a step in the direction 
of the German nationalist völkisch popular movement of the 
Nazi era.

Thus, the search for vital assets, not for social assets, has 
led to the defense of regimes that consider themselves car-
rying out a process of liberation, as is the case in Venezuela 
under President Chavez. The intention is to defend diversi-
ty and tolerance in the face of imperial stereotypes, and to 
eliminate peoples’ cultures. The idea that Europe should be 
liberated from American colonialism, and that a universal 
alliance should be established between Europe and the en-
emies of the United States of America means that by libera-
tion the people will return to their origin, which is the fate of 
such people. 
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Riddled with the increasingly growing pressures and en-
ervated by the many defeats they have sustained, terror-
ist organizations have recently turned to a new strategy 
that depends on low-cost and accessible means, such as 
stabbing, setting fires, vehicle ramming, and attacking with 
small rudimentary bombs. These methods give terrorists 
more opportunities to carry out dangerous attacks, with 
minimal cost, training and previous experience. After 2008, 
the rate of using knives in terrorist attacks increased to 
33%, vis-à-vis 7.3% between 2001-2007.

Terrorists have found inexpensive bombs made of materi-
als sold in the market, vehicles and knives, as an appropri-
ate means to continue their criminal operations. The stra-
tegic estimates almost unanimously agree that the most 
persistent terrorist threats will come from decentralized 
terrorist cells, which carry out attacks of this type of terror-
ism, after the major terrorist attacks became very difficult.

However, these rudimentary and cheap means achieve im-
pact no less than that of those large, long-planned and high-
ly costly operations, spreading fear among civilians, causing 
security and societal confusion, and attracting media atten-
tion towards terrorist organizations, which is brought under 
discussion alongside associated repercussions.

Brigadier-General Nawaf Nasser Al-Jetaili spells out the 
reasons why terrorist organizations resort to low-cost 
operations and consider them as their last resort. Among 

these reasons, Al-Jetaili also highlights the poor economic 
situation, the defunct and moribund organizations, the in-
tensity of security guards, the lack of time and individual 
behavior as well as a solid plan that reduces costs.  

He also reviewed the impact of these operations, their 
risks, characteristics and advantages, providing solutions 
for protection and prevention at the national and interna-
tional levels.

Mr. Ashour Al-Juhani also addressed the large prob-
lematic gap between the costs of terrorist action and the 
counterterrorism costs. At a time when the cost of carrying 
out any suicide attack, whether by bombing or indiscrim-
inate shooting, does not exceed $150, this small amount 
leads, on average, to killing 12 people and spreading ter-
ror among hundreds of residents. In contrast, the cost of 
the tight security measures imposed on vital places around 
the world to prevent terrorist operations amounted to more 
than $300 billion. These measures have succeeded in re-
ducing global terrorist attacks by about 35%, but the annual 
rate of victims of terrorism remains large.

The low-cost means of terrorism that the terrorist organi-
zations used on the institutions for combating the financing 
of terrorism, led by the Financial Action Task Force (FATF), 
posed a new challenge to face microfinance, while the law 
enforcement institutions and financial institutions devel-
oped methods of detection in combating money laundering 
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and terrorist financing on a large scale, regulations and 
procedures remain designed to thwart only large flows 
of money to terrorist organizations.

Dr. Salim Farrar provided an analysis of the efficiency 
of the financial and legal instruments in implement-
ing the laws of combating the financing of terrorism. If 
many countries apply mandatory reporting on all finan-
cial transactions that exceed ten thousand dollars or 
equivalent, then many cases of cheap terrorism involve 
much lower amounts. Tracking small amounts will in-
volve a very large number of transactions, will be very 
costly to enforce and will undoubtedly involve many in-
nocent people.

Although reliance on legal professionals appears to be 
more harmonious with respect for the rule of law and 
legal accountability, there are doubts about whether le-
gal professionals are skilled and experienced and have 
ample time to clear thousands of financial transactions.

Mr. Mahmoud Al-Hamdan highlighted the challenges 
of small-dollar terrorism, fueled by the ease of access 
to its tools and the severity of the lethality that it cre-
ates, which made small, light and cheap weapons that 
are easy to access and the preferred weapon for many 
terrorist groups around the world, in light of the poor 
international response in combating illicit trafficking of 
such weapons.

Mrs. Meili Criezis discussed the terrorists’ strategy in 
facilitating their actions by resorting to the types of ter-
rorism that are most effective in achieving their goals, 
without the need for large distinguished expertise or 
huge financial investment, after the Internet made 
available materials and guides of a variety of low-cost 
attack ideas, advertising and temptation to extremist 
individuals and for supporters of terrorist groups and 
sympathizers.

The author reviewed extremist propaganda that pro-
motes terrorist plans and methods with a low bud-
get, and how extremists and terrorists recycle these 
plans and methods to implement their extremist 
ideologies. 
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LAST RESORT FOR TERRORIST 
ORGANIZATIONS

LOW-COST OPERATIONS

 BRIGADIER-GENERAL NAWAF NASSER AL-JETAILI
International specialists have made an estimate for the economic cost of terrorism 
to be at least $750 to $870 billion per year, whether from direct or indirect losses. 
Despite the emphasis of strategic and economic specialists, it is difficult to quantify 
the costs borne by the global economy as a result of the steady growth of terrorist 
operations. They have highlighted the indirect effects, especially the losses of stocks 
in stock exchanges due to the increasingly growing concern about political stability.

 Delegate of the State of Kuwait at the IMCTC.
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LACK OF DEFINITION
No such clear and specific definition of low-cost terrorist 
operations is made available; all that we are aware of is 
that that they are low-cost terrorist operations given the 
availability of tools and methods in the local markets. They 
include operations with a limited effect up to operations 
with a destructive effect, according to their intended goal. 
Telling examples of low-cost terrorist operations with lim-
ited effect include the attack on a hotel, a prominent politi-
cal assassination, a suicide attack as happened in London, 
the assassination of a great scholar as happened in Iraq, 
or the bombing of a place of worship, which are key goals. 

CAUSES AND MOTIVES
There are many reasons that drive terrorist organizations 
to carry out low-cost terrorist operations, including the 
most notorious ones:

1. The poor economic condition of the terrorist organiza-
tion, as it forces such organizations to suspend large 
and expensive operations and adopt low-cost opera-
tions to communicate a message that such organiza-
tion is still active, as is currently happening in Iraq. 
DAESH adopted this type of terrorist operations.

2. The organization is defunct and moribund, which 
prompts it to set a goal that will restore its glory that is 
fading away, even if through low-cost and limited-im-
pact operations.

3. The intensity of guarding and security oversight, which 
prevents such organizations from carrying out large-
scale operations, as happened in London.

4. Lack of time; a terrorist group may be forced to car-
ry out a terrorist act at a specific time, without having 
sufficient time for planning, preparation and imple-
mentation, and it will be satisfied with a small, low-
cost terrorist operation, as happened in the bombing 
of a mosque in Kuwait.

5. Individual action; especially by new recruits. An indi-
vidual from a terrorist organization carries out a ter-
rorist operation without the aid of a sophisticated plan 
with great impact, as happened in the Marathon in the 
United States.

6. A solid plan; the availability of some factors, such 
as strong financial control, for example, leads to the 
development of a robust plan that does not require 
expensive costs to be paid for by the terrorist or-
ganization, as happened in the 9/11 Attacks in the 
United States.

IMPACT OF LOW-COST OPERATIONS
First: The 9/11 Attacks
It is the most notorious event in contemporary history; it 
has changed the course of events around the world on 
the security, political, economic and cultural levels. It is a 
group of terrorist attacks that took place on September 11, 
2001, targeting the two towers of the World Trade Center 
in New York and the United States Department of Defense 
(Pentagon) in Virginia, after hijacking four airliners, two of 
which hit the towers, and the third hit the Pentagon build-
ing, and the fourth one missed the goal; it fell and exploded 
in Pennsylvania. Al-Qaeda claimed responsibility for these 
attacks.

Estimated Cost
A report developed by Pierre Lombo, Assistant Professor 
at the Faculty of Economics at the University of Copenha-
gen and director of a think-tank at the Copenhagen Consen-
sus Center reveals that the cost of Al-Qaeda’s attack on the 
United States was estimated at $500 thousand, including 
the subsistence costs, costs of developing a flight training 
plan, setting goals, as well as compensation for families 
of victims. While the losses resulting from these opera-
tions were estimated to be up to $100 billion. Other losses 
include the losses of trade in general, and the loss of the 
stock market in particular, human losses and lives.
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The key direct effects of the 9/11 Attacks
A. The impact of tourism in the United States over the 

years following the attacks.

B. Aviation is internationally affected, with security pro-
cedures changed and strict laws to protect aircraft 
from hijacking were issued accordingly.

C. Change in the general security pattern around the 
world; security measures have taken the highest lev-
els of caution.

Second: London Bombings
On July 7, 2005, four bombings were carried out in Lon-
don, at a peak time, by four suicide bombers. Three of them 
were on the London Underground, and the fourth was on a 
public bus.

Estimated Cost

The total cost of these operations was estimated at only $ 
4,200. The financial losses are estimated at 2.5 billion dol-
lars, in addition to the suspension of public transport and 
tunnels for a period of three days. The operation resulted in 
the death of about 50 people, and the injury of 700 others, 
causing great terror and turmoil.

Third: Kuwait Mosque bombing
It is a suicide bombing that targeted the Imam Al-Sadiq 
Mosque, in Al-Sawaber in the State of Kuwait, in Ramadan 
in 1436 AH (2015), carried out by a DAESH terrorist.

Estimated Cost: 

It was estimated at no more than $300. The human cost 
was the death of 27 people and the injury of 227 others. 

This terrorist operation has caused glaring security confu-
sion, strict precautionary security measures in all outlets 
and a massive campaign of arrests.

Fourth: cost of the suicide bombing
The cost of a single suicide bombing operation generally 
does not exceed $ 150, while this cost corresponds to an 
average loss of $ 150 million, including security measures, 
compensation, repairs, and treatment costs, according to 
the Copenhagen report.

RISKS OF LOW-COST OPERATIONS
1. Direct losses; they are generally limited, whether hu-

man or material losses, but the resulting effects are 
very costly.

2. Horror and tightened security measures.

3. Development and economic disruption for a limited peri-
od, and the fears that this may snowball into the future.

4. Tourism and trade are affected.

5. The stock market is affected.

An important question arises in this context: Is it possible 
to eliminate these low-cost operations, especially those 
with a large impact? The answer: It is very difficult to elim-
inate such operations because of the great flexibility that 
terrorists display. However, tightening security measures 
on important targets makes such terrorists choose less im-
portant targets.

For instance, if the security measures were severe on an oil 
refining station, the bombing of a commercial fuel station 

Feature

16 Seventh Issue | May 2021



will be carried out instead, which brings about huge and 
terrifying effects. The tightening of procedures against an 
important sovereign ministry results in the bombing of a 
market, a commercial complex, or an important transpor-
tation network. The purpose of these operations is to send 
an explicit message to the target governments that such 
organizations are present and active.

CHARACTERISTICS AND ADVANTAGES
Low-cost terrorist operations are characterized by advan-
tages, including:

A. Ease of obtaining equipment and tools from the local 
market, which enables those of limited knowledge and 
experience to implement such operations easily.

B. Ease of movement with tools without arousing suspi-
cion, such as a handbag, equipment box or metal tubes.

C. Ease of financing without making banking institutions 
or security agencies cautious and suspicious. Such op-
erations usually do not cost more than $10,000, which 
does not require a permit.

D. Difficulty in identifying executors by selecting new re-
cruits from terrorist groups with no security precedents.

E. Difficulty in protecting all potential targets because of 
the very high cost, and the loss of the human ability to 
secure all of these targets, even using the latest cam-
eras and technologies for security surveillance.

PROTECTION AND PREVENTION SOLUTIONS
The most important question remains: What is the best and 
most appropriate solution to combat such low-cost oper-
ations, protect our children and protect our communities 
from their destructive effects? The answer: The solution is 
based on two main aspects: awareness and international 
cooperation.

First: Raising Awareness
It is the best and most useful procedure, manifested in the 
following matters:

1. Educating and sensitizing communities about these 
dangers and destructive events, and the need to in-
form the security and governmental authorities of any 
imminent danger. In the State of Kuwait, a young man 
informed the security authorities of a possible threat, 
which was a group of his teenage friends (it turned out 
that they were recruited into some terrorist groups) 
blew up some mosques and churches. As soon as this 
young man learned about their plan, he along with his 
father immediately informed the security authorities 
to warn them of their threat.

2. Educating young people about the real goals behind 
these terrorist organizations; they are nothing but fuel 

for it, deceived by them, coveting martyrdom and en-
tering heaven! If such terrorists believed in their calls, 
they would advance to carry out what they call other 
for, and sacrifice themselves, not young inexperienced 
youth, who are in the prime of their lives!

3. Making educators with experience in education and 
psychology aware of the need to monitor students’ be-
havior, and notice any behavioral changes that occur 
to them. This includes expressing anger at society, or 
sympathizing with criminal behavior. Then the evalua-
tion of such behavior comes into play according to the 
experience of specialists, without exposing the student 
to violence or isolation. Experience has shown that this 
has dangerous adverse consequences on the behavior 
of youth.

4. Educating parents about the need to monitor the be-
havior of their children, enlightening them about the 
threats of such terrorist organizations, and cooperat-
ing with the competent authorities to report any incom-
ing contacts that are intended for their recruitment.

5. Raising awareness of officials of the importance of 
maintaining complete secrecy, when informing some-
one about such groups or potential operations.

Second: International cooperation 
It is based on key drivers including:

1. Sharing security and intelligence information among 
countries to contribute to curbing many of those dan-
gerous and horrific terrorist operations.

2. Encouraging communities to cooperate with the com-
petent security authorities, and to report any gather-
ings or suspicious movements.

3. Increasing the budget of the International Police (IN-
TERPOL) and build the capacities of its personnel; as 
this directly contributes to the prevention of such ter-
rorist attacks.

4. Sincere and serious political will in the countries in the 
field of combating terrorist financing.

5. Increasing international cooperation in the field of 
drug control and illegal trade to dry up the sources of 
terrorist financing.

6. Taking strict measures against charitable societies 
(Islamic, Christian, or Hindu) that support such terror-
ist organizations and finance their activities.

7. Generous spending on security measures; whatever 
money is spent, it remains relatively little compared to 
the desired great results, on top of which is the reali-
zation of security and safety. 
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 ASHOUR IBRAHIM AL-JUHANI 
Beyond a shadow of doubt, the tight security measures imposed on vital places in various parts of the 
world, estimated according to the latest global statistics at more than $300 billion, have reduced global 
terrorist attacks by approximately 35%. Tightening security measures contributed to clamping down on 
terrorists and limited their operational capabilities and criminal acts. However, the annual rate of victims 
of terrorism increased significantly. The cost of carrying out any suicide operation, whether by explosion 
or indiscriminate shooting, does not exceed $150. This infinitesimal amount causes, on average, killing 12 
people, spreading terror in the hearts of hundreds of individuals living in the immediate vicinity.

 Director of Research and Studies Department at the IMCTC.

 SMALL-DOLLAR TERRORISM
LOW COST YET HEAVY LOSS
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CHANGE MEANS
The fortification of embassies, ministries and vital sites in 
most countries made it difficult to carry out organized ter-
rorist operations. As such, terrorists developed plans that 
would cause the largest possible number of deaths outside 
the scope of these measures to cause great media blitz, 
achieving maximal horror, and gaining notoriety at the ex-
pense of innocent lives, manifested by individual terrorist 
kidnapping, family terrorism, gang terrorism, retaliatory 
terrorism, child suicide bombers, ill-intentioned tricks, lone 
wolves or simultaneous attacks.

Hence, the methods of terrorist organizations changed 
from large, carefully planned operations that require large 
financial resources, to cheap operations that use inexpen-
sive, easy-to-manufacture tools. On July 7, 2005, bombs 
made from bottles filled with nails and explosive compo-
nents of household items were found in the car of a par-
ticipant in the London bombings. Such explosives became 
easily available, cheap and locally made. Later, the United 
Kingdom thwarted a plot to detonate four transport bombs 
made by placing explosives in cheap plastic containers 
used by housewives. On May 22, 2008, the young British 
man, Nikki Riley, tried to plant improvised explosives in a 
restaurant in London. He was sentenced to prison and died 
by suicide in prison in October 2016.

In the USA, the security forces thwarted two underwear 
bomb operations used in two failed bombing attempts to 
shoot down two American planes. The first was on Christ-
mas Day in 2009; and the second was in May 2012. In Co-
penhagen, September 10, 2010, Lors Doukaiev attempted 
to detonate an improvised bomb in Jørgensen Hotel. In 
January of 2015, an attack occurred on the Kosher (halal) 
supermarket in Paris, claiming the lives of four people. On 
February 26, 2016, a 15-year-old DAESH girl stabbed a po-
lice officer in Hanover, Germany. All of these terrorist at-
tacks were with light and improvised weapons.

REACTIONS
Countries of the world have realized this operational shift 
in terrorist organizations. In a speech live streamed in 2015 
on domestic and international terrorism, former US Pres-
ident Barack Obama stated: “Over the past few years, the 
terrorist threat has evolved to a new stage, because we 
have become better at preventing complex and multifac-
eted attacks, such as the operations of the 9/11 Attacks, 
2001. The terrorists have turned into less complex acts of 
violence, such as mass shootings.

In the same year, FBI Director James Comey stated: “It is 
not the old Al-Qaeda organization that was interested in the 

multi-sided, long-planned attacks carried out by careful-
ly vetted activists. We still face this challenge, but the old 
Al-Qaeda organization was very different from the one we 
see it today, DAESH also thinks in a completely different 
way.»

Al-Qaeda has boasted that what it calls «the attrition» that 
it carries out against some countries is a cheap and easy 
operation. This type of terrorist attack requires only two 
mobile phones and two printers, in addition to shipping, 
transportation and other small expenses. Al-Qaeda re-
vealed that future attacks would be in this manner: «small-
er and more frequent.»

COSTS OF TERRORISM
If we take it for granted that the cost of the individual ter-
rorist operation does not exceed $150, according to inter-
national official estimates, the 9/11 Attacks of 2001 on the 
American soil did not cost more than $500,000; it caused 
heavy losses. It brought about the killing of nearly 3,000 
people, injuring more than 6000, while the economic loss-
es were estimated at about $3.3 trillion, direct and indirect 
losses. Between 2004 and 2016, the 28 member states of 
the European Union lost nearly €180 billion of their GDP 
due to cheap terrorist attacks.

According to international reports, statistics indicate that 
the global economic impact of terrorism amounted to $33 
billion in 2018, while it reached $54 billion dollars in 2017, 
with a decrease of 38%. The losses reached their peak in 
2014, at an estimated cost of $111 billion. While losses in 
2015 amounted to $94 billion, they were estimated at about 
$92 billion in 2016.

These estimates are conservative, as the effects of terror-
ism are long-term economic, including a lack of tourism 
revenue, business activities, production, investment, secu-
rity-related costs, counterterrorism costs, deaths, injuries, 
property destruction and GDP losses.

The terrorists’ strategies and plans in the internal con-
frontations combined between low costs and high returns. 
Terrorism spreads terror and targets important figures, 
including officials, officers, businessmen, dignitaries and 
celebrities, as well as the general public. Killing such peo-
ple causes the highest level of panic, as the terrorist seeks 
to detonate bombs in crowded places, killing innocent, de-
fenseless people in the cheapest way, just with a bomb. 
Perhaps he made it in his home and with his own hands, 
or detonated a train with the cheapest explosive materials; 
even hospitals and schools were on their list, which means 
to drum up for media blitz.
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WAR UNDER PRESSURE
Terrorism is a pathway to illicit enrichment, driven by greed 
and extortion, without concern for bloodshed, destruction, 
rubble and the remains of the victims! At a time when the 
war on terror has become inevitable and unavoidable for 
humanity, especially the countries affected by terrorism, 
such countries suffer due to internal pressures, calling 
for the need to eradicate terrorism, and the obstacles that 
stand in their way, including the legal restrictions that re-
strain them, not just the local law; rather, international law 
also insists on the necessity of respecting freedoms and 
observing human rights in dealing with terrorist extremists 
who lost their humanity before losing their consciences, 
and they no longer have boundaries or laws that they place 
weight on!

The really strange paradox is that there are countries, orga-
nizations or bodies that use human rights as a scarecrow, 
accusing other countries of committing human rights viola-
tions, or burying alive freedoms while fighting extremism 
and terrorism. To some extent, this is untrue and does not 
take into account the reality that terrorism is the greatest 
violation of human rights, dignity and freedom.

FUNDING SOURCES
Those who contemplate cheap terrorist acts, which direct 
their strikes easily at the lowest prices, in any part of the 
world, regardless of their progress in their security mea-
sures, do not harbor any suspicion that terrorists are the 
most dangerous threat to life and civilization, and they 

reveal their unwillingness to subject their views to fair 
ideological tests. This holds true in that multiple analytical 
research readings indicated that most of these recently ex-
acerbated operations are the result of the proliferation of 
organized crime gangs and their temporary alliance with 
those obsessed with falsification of judgment, and per-
sistent communication between the two parties to coordi-
nate their criminal practices. This also includes the inter-
vention of evil forces from some countries that are keen 
on employing others for proxy war to implement own ma-
licious aims and flimsy plans. The most prominent sources 
of terrorist financing include:

• Interest-Based Alliance: it is an alliance based on the 
exchange of interests and services between transna-
tional organized crime groups and terrorist groups to 
achieve their goals in the context of specific circum-
stances. This alliance often depends on facilitators or 
adult mediators, who have the ability to access crimi-
nal networks and mediate between them and terrorist 
networks. Terrorist organizations can carry out drug 
trafficking and kidnapping operations that are unmed-
iated drug trafficking and kidnapping for ransom with 
the aim of providing resources or securing smuggling 
routes for a fee.

• Current Financing: it is financial support or logistic 
service of whatever type, method, or feeder it is. It is 
provided to the perpetrators of terrorist operations, 
planners, or assistants and their supporters. This in-
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cludes collecting funds from legitimate sources, in-
tentionally or unintentionally, such as donations from 
individuals, states or commercial entities or obtained 
from illegal sources, such as money for extortion and 
crimes, or money derived from the exploitation of nat-
ural resources in areas that suffer from weak rule of 
law, or are under the control of such terrorist orga-
nizations, or from trafficking in antiquities, plundering 
museums, stealing archives, smuggling them across 
international borders, human trafficking, or all smug-
gling,  imposition of taxes (tax levies) on merchants in 
exchange for their protection.

Enormous Challenges
The cheap terrorism tactics used by terrorist organizations 
imposed on the institutions for combating terrorist financ-
ing, headed by the Financial Action Task Force (FATF), a 
great new challenge to face what they called micro-finance) 
While law enforcement and financial institutions have de-
veloped detection methods in combating money launder-
ing and terrorist financing on a large scale, in addition, the 
regulations and practical procedures to achieve this are 
designed to thwart large amounts of money flows funneled 
to known terrorist organizations without the small money.

Since banks are required to uncover illicit transactions that 
disguise themselves as legitimate financial activity even if 
they are small, and in light of the large number of trans-
actions that banks deal with very quickly every day, it is 
like searching for a needle in a giant haystack, according to 
experts in combating terrorist financing.

The FATF has cited many common examples of small-scale 
terrorist financing methods that seemingly look natural, 
such as prepaid cards, student or personal loans without 
intent to repay, and exploiting cryptocurrencies. Although 

these transactions are difficult to detect, their detection is 
not impossible. Modern transaction monitoring software 
facilitates rules designed to flag suspicious transactions, 
based on certain risk factors, such as changes in transac-
tion frequency or volume, and whether the activity itself ap-
pears legitimate. For instance, a sudden increase in small 
eBay transfers to a bank account might be harmless, but it 
could indicate something riskier and worth a closer look. In 
such cases, uncovering illicit transactions involves looking 
at where the money is going, not where it came from. To 
do this properly, financial institutions must build a compre-
hensive customer risk profile, containing high-quality data 
for each individual with their spending habits, as well as for 
their relatives and loved ones. Combating terrorist financ-
ing now requires attention to individual accounts, not just 
the volume of transactions.

CONCLUSION
Small-dollar terrorism is achieved by various means, most 
notably ill-intentioned tricks and lone wolves, all of which 
depend on the individual terrorist using low-cost means, 
whether it is a car being run over by pedestrians, or light 
weapons that used in an indiscriminate killing, or impro-
vised bomb thrown at civilian gatherings and social institu-
tions, or an explosive belt detonated it in a crowded public 
place or by using organized operations that disrupt move-
ments or hijackings.

And all these small-dollar operations are worth nothing 
vis-à-vis the material costs and the economic implications! 
The result is, in fact, zero, as terrorists did not realize any 
of their unbridled fantasy dreams, and development did not 
go on its right path because of these operations, as well as 
killing lives that have been preserved by all the monotheis-
tic religions, spearheaded by Islam. 
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LAW AGAINST TERRORISM
OBSTACLES IN PREVENTING SMALL DOLLAR TERRORISM

 Dr. Salim Farrar 
Studies of terrorist attacks in Europe between 1994 and 2013 found about 75% of the attacks were funded 
for less than $10,000. However, following the collapse of Daesh in 2017, the fear is that this type of threat 
(small-dollar terrorism) is growing, and the flow of funds ever is more difficult to detect. More critically, a 
number of countries on the Financial Action Task Force (FATF) watch list, including Morocco, lack a compre-
hensive framework to deal with it. 

 Associate Professor, Sydney Law School, NSW, Australia.
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CRIMINALIZATION OF TERRORISM 
Under the 1999 International Convention for the Suppres-
sion of the Financing of Terrorism, as well as under a 
number of UN Security Council resolutions, all states are 
obliged to criminalize terrorism financing, irrespective of 
the amount, in addition to averting and suppressing terror-
ist financing, freezing terrorist funds and their financiers 
and stopping people or entities from providing financial 
support to those who seek to commit acts of terror.

In September 2020, the Moroccan Justice Minister an-
nounced that new laws would be introduced as part of the 
national efforts in the fight against money laundering, in 
particular as it applies to the financing of terrorism (CTF). 
In February 2021, Morocco also made a high-level commit-
ment to work with FATF to strengthen its AML/CTF legal 
regime and to bring it in line with international standards. 
As part of that commitment, the government agreed to ‘pri-
oritizing the identification, investigation and prosecution of 
all types of ML in accordance with the country’s risks. 

At the heart of the government’s strategy and implementa-
tion efforts is to use legal professionals – lawyers, notaries 
and religious notaries. The assumption is that legal profes-
sionals, as successful communicators, once fully informed, 
will be able to raise greater awareness of the problem of 
money laundering and CTF and prevent them from taking 
place. This raises two inter-related questions.  

First Question: 
What is the proper scope of the laws and what to do about 
SDT? Should the laws be prescriptive and specifically tar-
get the threat (e.g., SDT)? Or should they be based merely 
on suspicion, in which strict legal criteria are relaxed to 
provide law enforcement agencies and their private sector 

proxies a large margin of appreciation to decide what to 
investigate and what to ignore? 

Second Question:
The Moroccan approach raises the question: should the im-
plementation of AML and CTF legislation rely more on le-
gal professionals or upon financial institutions themselves, 
their detection software and forensic accountants? 

PROBLEMS AND OBSTACLES 
There are problems and obstacles with both approach-
es. With a prescription approach, it means that legislation 
must be constantly adapted to new money laundering and 
CTF techniques and that the law as originally drafted will 
not meet its intended target.  Further, in relation to SDT, 
how would you draft such a law? Australia and many other 
countries have mandatory reporting requirements on all 
financial transactions over $10,000 (or its equivalent).  But 
many cases of SDT involve amounts that are much less.  
Where do we draw the line? The danger is that it would cov-
er too many transactions, be very expensive to enforce or 
potentially affect many innocents.  

As for the suspicion-based approach, this relies on the 
expertise of the financial institutions and the reporting of 
suspicious activity. The problem here is that persons may 
be blacklisted and placed on a watchlist on the basis of no 
more than an algorithm or the decision of an unsupervised 
financial analyst.  

Reliance on the former appears more in line with respect 
for the rule of law and legal accountability.  Yet it is ques-
tionable whether legal professionals would have the skill, 
expertise and the time to sift through thousands of financial 
transactions.  On the other hand, while reliance on financial 
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institutions defers to financial expertise and is more likely 
to detect financial irregularities, this may not correspond 
to actual criminality which legal professionals would be in 
a better position to assess.  How, then, have other coun-
tries handled this and what might be regarded as the best 
practice?

By general consensus, the most comprehensive and effec-
tive AML/CTF legal regime globally operates out of the UK 
which has a long history of dealing with terrorism, both be-
fore 9/11 and after.  In 2018, the UK achieved the best rating 
of any country assessed so far in the FATF’s round of eval-
uations. This applies a non-prescriptive, suspicion-based 
approach, in which investigating functions are devolved to 
financial institutions who have reporting obligations.  The 
term ‘suspicion’ is not self-defining, but generally refers to 
‘a possibility, which is more than fanciful, that the relevant 
facts exist. A vague unease would not suffice.’

CRACKING THE CODE
The UK does not have any dedicated legislation, nor does 
it have any clauses within existing legislation that focus on 
SDT.  Under sections 15-18 of the Terrorism Act 2000, it is 
an offence to: 

 🔶 Raise, receive or provide funds for the purpose of terrorism;

 🔶 Hold or use funds for the purpose of terrorism;

 🔶 Become involved in an arrangement to make funds 
available for the purposes of terrorism; and to

 🔶 Facilitate the laundering of terrorist money.

A person, charity or organisation is guilty of this offence if 
they ‘know’, ‘intend’ or ‘have reasonable cause to suspect’ 

that the money, no matter how small the amount, is being 
channelled to terrorists.  Moreover, under the Proceeds 
of Crime Act 2002, it is an offence to use, acquire or have 
possession of ‘criminal property’, which can be regarded as 
any sum of money raised or held towards an illegal activity, 
including an act of terrorism.

While the terms ‘know’, ‘intend’, and ‘reasonable cause to 
suspect’ seem to imply a high threshold of personal culpa-
bility to successfully prosecute, it should be remembered 
that the UK’s CTF framework is based on suspicion.  The 
authorities may freeze accounts and inform stakeholders 
without having established the facts as a risk prevention 
device.  It aims more to disrupt the activities of terrorism 
financiers than to prosecute or convict.

The key to the success of the UK legislation is its enforce-
ment apparatus. The main implementing body is the Joint 
Money Laundering Intelligence Taskforce (JMLIT) which 
comprises and integrates the work of: 40 financial insti-
tutions; the Financial Conduct Authority (regulates the 
conduct of 60000 businesses in the UK and sets pruden-
tial standards); CIFAS (a fraud prevention service that 
represents organizations across the public, private and 
voluntary sectors and shares information on fraudsters 
or suspected fraudsters with its members); the National 
Crimes Authority (the main crime-fighting law enforcement 
agency focused on serious and organized crime); HM Reve-
nue and Customs; the Serious Fraud Office; the City of Lon-
don Police, and the Metropolitan Police Service.  

This is a forum which allows its members to share informa-
tion and new patterns, expose vulnerabilities and provide 
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tactical intelligence. At the heart of this operation are Ac-
credited Financial Investigators (AFIs) (accredited civilian 
accountants attached to the police) with the experience and 
necessary expertise to identify suspicious activities in com-
plex financial transactions.  Under the Criminal Finance Act 
2017, they are given the same investigative powers as po-
lice officers under the terrorism legislation.

The JMLIT seems to have been a success if one examines 
the arrests and detection rates.  Between 2016-2017, for 
example, it secured 63 arrests and identified over 2000 
suspicious accounts that had previously gone undetected. 
This fits with the overall strategy of CTF of seeking to dis-
rupt terrorism financing operations. On the other hand, the 
number of arrests and identification of suspicious accounts 
is not matched by the number of prosecutions and convic-
tions as the offences are hard to prove in a court of law. 

DIRECTIVE LAW
The US and Australia have followed a similar approach 
to the UK.  In January 2021, the US Congress passed the 
National Defence Authorization Act 2020 providing sweep-
ing reforms of the US anti-money laundering legislation 
and counter-terrorism financing. The Act modernizes the 
existing AML/CFT regime to account for emerging finance 
markets and patterns, as well as expanding the resources 
and tools to counter threats.  This includes ‘inter-agency 
information sharing’ and increased cooperation between 
corporations.  Under the Anti-Money Laundering Act 2020, 
there is also a pilot program (to be trialled for three years) 

to increase the sharing of information among financial in-
stitutions’ foreign branches, subsidiaries and affiliates.  
There is no mention or specific targeting of SDT.  

Similarly, in Australia, extensive amendments were intro-
duced in 2020 to the Anti-Money Laundering and Count-
er-Terrorism Financing Act 2006 and allied legislation, 
with the main aims of increasing collaboration among gov-
ernment agencies, creating more stringent obligations for 
banks and financial institutions, as well as enabling greater 
information sharing between the public and private sector 
to enhance investigation capabilities. But again, the issue of 
SDT was not specifically addressed. 

Notwithstanding the absence of dedicated legislation on 
SDT in the countries with the most advanced AML /CTF le-
gal frameworks, this does not necessarily mean Morocco 
should follow suit. It does beg the question, however, why 
a prescriptive law would be necessary and what addition-
al benefits it would bring.  A better solution, perhaps, is to 
strengthen financial intelligence units and terrorism task 
forces to ensure that the private sector, financial institu-
tions and regulators have sufficient access to all necessary 
information and that cooperation between intelligence units 
is fast-tracked.  This would bring Morocco in line with the 
UK and other economically developed nations. Ultimately, 
however, the question is one of balance and whether the 
additional costs of enforcing the legislation match the per-
ceived threats and whether they are measures which the 
country can financially afford. 
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 SMALL-DOLLAR COSTS AND
SUBSTANTIAL LOSSES

 MAHMOUD AL-HAMDAN  
Cheap and accessible small arms and light weapons have glaringly become the weapon of choice much preferred 
for many terrorist groups around the world; such weapons meet their goals and threaten international peace and 
security. The situation was made worse by the poor international response in combating the illicit trade in small 
arms and light weapons, in addition to the challenges that states face to detect and seize them, as well as the porous 
borders that allow terrorists and criminals to funnel illicit weapons.

It is clear that vehicle ramming and stabbing have notoriously become the preferred and inexpensive weapon of 
terrorist organizations to confirm their ability to survive and terrorize, by the lone wolves and the sleeper cells 
scattered in the countries of the world. The link is definitely close between terrorism and organized crime, including 
the illicit trade in light weapons. Small-dollar terrorist attacks have a major impact on economic markets, and are 
an obstacle to sustainable development and a threat to the rule of law.

 Strategic Counterterrorism Researcher, Jordan.
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STRATEGIES
Terrorist organizations resorted to low-cost operations, af-
ter making unremitting and concerted international efforts 
in combating terrorism and terrorist financing, which made 
these organizations lose their financial resources and lo-
gistic capabilities, and made them change the pattern of 
terrorist acts to further promote the following strategies 
based on small-dollar terrorism as it achieved several ben-
efits for the organization at the lowest possible cost. The 
cost of cheap terrorist attacks is only a few hundred dol-
lars, a little more than the cost of renting vehicles, housing 
and feeding activists for weeks.

These attacks, at their low cost, have notoriously severe ef-
fects in spreading fear and terror among people, negatively 
affecting economic interests and public services, and eco-
nomically exhausting countries, potentially going beyond 
such destruction, reducing the number of human losses to 
terrorist organizations and groups, and facilitating infiltra-
tion into security measures through several areas, hence 
concealing plots of the organization to carry out complex 
operations, overburdening the security and intelligence 
services, giving them such a hard time.

Terrorist organizations are aware that the existing tradi-
tional international measures to address terrorist financ-
ing cannot disrupt small-dollar terrorism in light of plan-
ning terrorist attacks using a completely different and 
difficult-to-detect model, such as fraudulent student loans 
and others.

MEANS AND TOOLS
Various efforts have been made to learn about the types of 
activities of terrorist groups. They seek to realize different 
goals, triggered by their beliefs, members and resources. 
Moreover, their political contexts are also contributory to 
their involvement. The following list explains the most im-
portant methods of various terrorist groups in small-dollar 
attacks.

1) Vehicle Ramming 
It is one of the patterns used by DAESH, which is difficult 
to combat despite the tight security measures and the pur-
suit of terrorist cells. It is a message from the organiza-
tions that each and every one is a potential target, espe-
cially after extremists have switched to using tools that are 
more easily accessible, such as vehicles. Such an attack 
triggered a new ultimatum of the success of the digital pro-
paganda of DAESH in publishing its directives on ways to 
commit violent massacres using vehicles. Terrorist oper-
ations of vehicle ramming still continue in Europe to claim 

more lives. The vehicle ramming in Barcelona is a notori-
ously telling instance, which claimed 14 lives and in which 
dozens were injured.

2) Stabbing 
Lone wolves prefer to use knifes, as they are deeply in-
grained in and convinced of the ideology of DAESH. It is re-
ported that fighters in Chechnya were the first to have used 
knives to slaughter Russian soldiers. Not only did they per-
petrate horrendous and violent massacres, they also filmed 
the slaughtered targets and broadcast the whole massacre 
on recorded tapes! Such organizations developed rules 
and principles for the use of sharp tools, demonstrating the 
best way to use such tools, the places that must be tar-
geted, and the best types of knives and their specifications. 
Telling examples of these attacks include the operation that 
resulted in the injury of 83 members of the Jordanian Gen-
eral Security Organization, after they were attacked with 
sharp tools by Jihadist Salafis.
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3) Arson
An accurate understanding of the danger of fire as a weap-
on, and the implications of the response are essential to 
internal security. It requires new policies and partnerships 
to tackle this emerging threat. Setting fires is an attrac-
tive weapon for terrorists for several reasons, including: 
setting fires hardly requires any training; the fire and as-
sociated smoke could penetrate military defence installa-
tions, hence making the tactical response more difficult; 
the images of fires grab global attention, thus increasing 
the relentless media follow-up; setting fires creates unique 
challenges, contrary to the usual threats.

4) Digital Terrorism
Most of the terrorist organizations and groups have suc-
cessfully gained the know-how and savvy along with tech-
nical tools necessary to penetrate the virtual world, and 
increase the number of websites promoting their beliefs 
and goals at the lowest cost. Drawing on a low-cost method 
allows the dissemination of information about the organi-
zations and their propaganda, and further facilitates the 
means of communication with affiliated members, allowing 
the flow of information, facilitating the establish-
ment of groups, reducing the cost of recruit-
ing members, and creating enthusiastic 
incentives for engagement. The flow of 
information is available to everyone, 
and it is difficult for the security ser-
vices to control it, as such groups cir-
cumvent security monitoring, and 
easily create websites and anon-
ymous accounts.

The association between the cyber world and terrorism has 
recently come into play, especially when DAESH success-
fully recruited a large number of volunteers of different 
nationalities. Counterterrorism has shifted from a direct 
physical modality into a spectral cyber confrontation; real 
wars have turned into digital wars, and the cyber space has 
become one of the most lethal and destructive weapons if 
it is used for malicious purposes and the realization of ma-
licious extremist intentions. Cyber-based terrorism can be 
classified as a type of cybercrime if it is used in an inves-
tigation for terrorist purposes. Digital terrorism depends 
on the use of modern scientific and technical capabilities, 
and the exploitation of means of communication and infor-
mation networks to terrorize and harm others. The spread 
of «I love you» virus destroyed information valued at about 
ten billion US dollars, and the «Blaster» virus wreaked hav-
oc on half a million computers. In the International Conven-
tion against Cybercrime, the Council of Europe estimated 
the cost of repairing damage caused by information viruses 
at about $ 12 billion per year.

5) Drones

The cost of «unmanned aircraft» is relatively low, and 
their use does not require much training. They 

can disguise to monitor devices (radars), and 
are often anonymous. This gives drone users 
the opportunity to evade any associated re-
sponsibilities, making drones highly desirable 

commodity for those who wish to impose 
their visions and orientations at the low-

est costs, and do not prefer to enter 
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into open conflicts with high costs, financially and humanly. 
Therefore, terrorist organizations began to use drones, as 
they are cheap and commercially available for legitimate 
use, as well as for hostile actions.

The continued work of illegal armed groups to improve 
drones indicates that in the near future the risks associat-
ed with their use for terrorist purposes in the world could 
increase. The use of these drones is no longer restricted to 
armies only; a large number of countries and groups have 
acquired some types of these cheap drones, which have 
become available in different sizes and for various pur-
poses. DAESH has used these drones on the battlefields in 
Iraq and Syria; the Houthi terrorist group in Yemen uses 
advanced drones to attack the Arab Coalition to Support 
Legitimacy in Yemen.

6) Sports Terrorism
Terrorism has always been a way for extremist groups to 
draw the attention of local audiences, governments, and the 
world to their cause. Terrorists plan their attack to obtain 
the maximum gains, and they choose the targets that will 
achieve this precisely for them. The feasibility of a terrorist 
act is not in the act itself, but in the reactions to the action. 
It is this logic that has made sporting events often targets of 
terrorism; sports terrorism causes panic among thousands 
of spectators. This is one of the most important goals and 
objectives of terrorism. It causes panic on the largest scale, 
and is intended to elicit an exaggerated reaction from soci-
ety and governments, often successfully.

7) Water Terrorism
The importance of fresh water and irrigation water is great 
for human health and the ecosystem, and for the smooth 
functioning of the commercial and industrial economy, 
which makes water networks potential targets of terror-

ism. The terrorist opportunities of striking water networks 
are real and great. Such opportunities could not have any 
immunity to protect them from being targeted.

The reality confirms that there is a long history of such 
attacks that directly target the water infrastructure, and 
pollute water by introducing toxic substances or disease 
agents, rendering it unusable. This results in great harm 
to people, livestock and plants. However, there is great am-
biguity in the importance of such threats today, vis-à-vis to 
other targets that may be subject to terrorist attacks, or the 
effectiveness of such attacks in reality. Historical analyses 
and evidence indicate that it is difficult to bring about heavy 
losses due to attacking water networks, although there 
may be some apparent exceptions.

8) Chemical Terrorism
Chemical terrorism appears to be the most important option 
of all the weapons of mass destruction used by terrorists. 
This is for many reasons, including chemical agents are rel-
atively cheap, readily available (they can be stolen, manufac-
tured) and can be easily transported and used. Also, finding 
basic information and instructions on creating a chemical 
agent available on the Internet without effort or hassle.

Examples of terrorist use of this type of terrorism are 
the Japanese sect, Aum Shinrikyo, carried out the largest 
chemical terrorist attack with nerve gas – sarin – in a To-
kyo metro train in 1995, killing 13 people and injuring more 
than 6000 others. The number of victims was not large be-
cause the sarin gas used in the attack was diluted. If it was 
more concentrated, it would have claimed the lives of thou-
sands of people. Chemical terrorism can have a very signif-
icant impact by sending chemicals through ventilation and 
air-conditioning systems in the underground metros and in 
airports, shopping centers and other buildings. 
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LOW-COST TERRORIST TOOLS: 
INSTRUCTIONAL MANUALS

 MEILI CRIEZIS
Violent extremists are increasingly turning to more pragmatic forms of terrorism 
that require minimal financial investment and little-to-no expertise. Minimizing 
the need for extensive planning, relying on easily accessible materials, and having 
the ability to create and distribute instructional manuals to a wide online audience 
highlight their attempts to make committing acts of terrorism more accessible. 
Terrorists facilitating their plans and means, relying on available resources, pre-
paring manuals and making them available to their broad audiences via the cyber 
space for free are part of their attempts to facilitate and generalize terrorist acts 
to have the greatest possible impact.

 Associate member of the Polarization and Extremism Research Innovation Lab (PERIL) at the American 
    University and the Global Extremism Network.
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Low-Costs
The 9/11 Attacks cost Al-Qaeda between $400K-$500K; 
Timothy McVeigh spent an estimated $5K on his bomb, and 
the November 2015 Paris attacks are estimated to have 
cost no more than $10K to carry out. While Al-Qaeda and 
ISIS plots were linked directly to the terrorist organisa-
tions, McVeigh is an example of someone who carried out 
an attack as the Internet just came into being. Instead of 
being able to download content online, he ordered a book 
on homemade C-4 for $16 (2021: $27.61) from a printing 
press. Compared to these examples, individuals inspired 
by terrorist groups and extremist ideologies now find in-
structional manuals, a variety of low-level attack ideas, 
and propaganda freely and easily accessible online. 

This article reviews extremist propaganda promoting ter-
rorist tactics ‘on a budget’ and how these elements are re-
cycled by extremists across ideologies. It also discusses 
the ways in which the Internet lowers the costs of engag-
ing in terrorist activities and how online connections have 
shaped the dynamics of financial cost and accessibility. 
There are a multitude of important other topics related to 
this subject matter, but this specific discussion will mostly 
focus on online components and the distribution of infor-
mation on how to carry out low level attacks. Encrypted 
technologies and virtual decentralization have influenced 
developments in communications and in relation to terror-
ism; they have resulted in easier access to instructional 
content. The wide promotion of tactics that incorporate 
the usage of cheap unsophisticated weapons and easier 
access to such content are concerning factors that make 
detection more difficult. 

Low-Cost Promotion 
Although not the only group to promote ‘do it yourself’ ter-
rorism, ISIS and its wider online supporter network are in-
famous for propagating materials containing instructions 
on how to make explosives, use knives, and conduct car 
ramming attacks, among other low-cost and easy-to-do 
tactics. Despite the saturation of free instructional mate-
rials in pro-ISIS online spaces, it is important to note that 
ISIS released less official English content compared to oth-
er Salafi-jihadi groups. Only five out of thirteen issues of 
the ISIS Rumiyah contained instructional materials while, 
in contrast, twelve of seventeen of Al-Qaeda in the Arabian 
Peninsula’s Inspire issues included such content. 

To compensate for this lack of instructional materials from 
official ISIS propaganda, supporters often share copies 
of Jihadi Recollections, AQAP’s Inspire, and Al Shabaab’s 
Gaidi M’taani. In addition to relying on official propaganda, 

ISIS supporters¬ have also compiled their own unofficial 
guides consisting of original writings and compilations of 
instructions from a variety of sources including old US mil-
itary field training resources and guides. One enormous 
English manual posted throughout ISIS Telegram networks 
runs 5,000+ pages. It provides tips on the usage of “cheap 
and common chemicals” for constructing bombs and en-
courages readers to “improvise from household items” 
followed by citations and instructions copied from Inspire. 
Unlike Timothy McVeigh, who had to physically purchase a 
manual, individuals are now able to access large amounts 
of instructional information for free on encrypted platforms 
where they can better hide their traces.

Publication Strategies 
The mitigated financial cost of unsophisticated terrorism 
tactics has received significant attention, but it is also 
worth noting terrorists’ ability to freely distribute these text 
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and video instructions by circulating them widely on social 
media spaces - particularly on encrypted platforms. Online 
distribution strategies include: 

 ▪ Sharing PDF and video files 

 ▪ Summarizing lengthier instructions into easily digest-
ible bullet points and listing needed materials in a ‘rec-
ipe style’ format in posts 

 ▪ Sharing public and private Telegram links leading to 
channels solely dedicated to posting bomb and attack 
instructions 

 ▪ Sharing screenshots of explosives recipes 

Rudimentary Plans
The wide level of accessibility and no-cost distribution of 
this content allows extremists across ideologies to access 
a shared pool of terrorist attack knowledge. For example, 
white supremacists have also promoted 
Salafi-jihadi instructional manuals, includ-
ing sections from Inspire and an instruc-
tional ISIS video showing the viewer how to 
produce explosives in their own Telegram 
networks, demonstrating the importance 
extremist will place on the content itself 
over its source of origin. Despite this over-
lap, there is an important difference be-
tween white supremacist and pro-Islamic 
State Telegram communities regarding 
information-sharing: while ISIS supporters 
create channels  focused on instructional 
content, white supremacists tend to circu-
late manuals in their groups and, in some 
instances, may include Dark Web links to 
arms trading sites. 

Regardless of the method of distribution 
or the ideology of the original source, the 
importance that extremists may place on 
instruction guides from an opposing ex-
tremist group underlines the necessity of 
examining the cross-pollination of this con-
tent. It is particularly important to note any 
adaptions or innovations that groups and 
individuals may add to the already existing 
instructions. 

Initially, addressing these online aspects 
in a discussion on low-cost terrorism may 
seem rather abstract and maybe even 
off-topic. However, the connection becomes 
clearer when one considers that this free 

content demonstrating how to carry out an attack has pro-
vided guidance for terrorists across ideologies on numer-
ous occasions. Notably, individuals who are not in direct 
communication with central contacts in terrorist orga-
nizations tend to opt for “low complexity, freely available 
means, such as vehicles and melee weapons” because of 
limited resources and connections.     

Although terrorist organizations themselves may be able 
to accumulate wealth, supporters who do not have direct 
access to the group oftentimes rely on more unsophisticat-
ed tactics for carrying out attacks given that they do not 
and cannot access training. The Islamic State serves as a 
prime example. At its height, ISIS derived its income from 
two primary sources: the taxation of its territorial so-called 
Caliphate and oil, making it “the richest terrorist organiza-
tion in history.” To promote its image as being financially 
independent, ISIS also featured images of its own coinage 
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in official propaganda even though this was more of a sym-
bolic gesture as opposed to a means of creating any tan-
gible wealth. In contrast, ISIS supporters abroad outside 
of ISIS’ former territory have carried out low-cost attacks 
using rudimentary weapons like knives and cars. A study 
found that the majority of attack¬s in Western countries be-
tween 2014 and 2019 were “simple in their planning” and 
“wer¬¬e extremely cheap, in some cases, costing nothing.”

Submerged Terrorists
On another note, Islamic State supporters from the United 
States provide an interesting example in terms of engage-
ment in terrorist activities, some of which are unrelated 
to carrying out attacks in their own countries such as at-
tempting to travel abroad to ISIS territory.

A report released by the George Washington Program on 
Extremism found that a majority of the individuals (US ISIS 
supporters) in their sample raised funds by themselves 
and had no wider support network, meaning that they did 
not exchange any form of financial assistance with others 
even if they were part of small networks. 

Anders Breivik’s 1,500+ manifesto offers insight into 
how he encouraged others to financially fund their own 
attacks along with his own fairly in-depth explanations 
of which methods did and did not work for him person-
ally. As opposed to manuals from Salafi-jihadi groups 
proposing cheap and easily obtainable items for attacks, 
Breivik encouraged sympathizers to play a longer-term 
financial game.

He encouraged “completely broke or even indebted” indi-
viduals without stable income to maximize numerous cred-
it cards or fundraise among likeminded individuals under 
the guise that it is for non-violent purposes.  

Despite information concerning ISIS supporters’ financial 
investments in violent extremist activities, the data on 
white supremacist terrorists’ financial footprints have gen-
erally not been as extensively examined. 

Previous research has provided informative insights on 
low-level terrorist attacks and the connection with instruc-
tional manuals from official propaganda of various extrem-
ist organizations. However, the Internet and encrypted ap-
plications have also influenced how individuals engage in 
support for terrorism and the ideas featured in propaganda 
guides lower the bar of difficulty in perpetrating an attack 
by lowering tactical levels of complexity. As evidenced by 
unofficial extremist propaganda and comments from ex-
tremists themselves, individuals may feel that creating 
and sharing instructional materials online constitute legit-
imate engagement with a group or ideology. Free down-
loadable apps with encryption capabilities and large file 
sharing capacities open the flow of information, allowing 
them to access and download instructional content at no 
financial cost. 

Conclusion 
Violent extremists who promote and carry out low-cost 
and unsophisticated attacks rely on the ease of accessi-
bility, lack of need for training skills, and minimal finan-
cial investment to carry out acts of terrorism or engage in 
other terrorist activities. These individuals leave financial 
footprints that are often “indistinguishable from legitimate 
financial behaviour,” making it even harder to detect their 
activities which highlights the importance of implementing 
updated detection measures. Financial measures must be 
taken to combat terrorism, study pathways for sharing ed-
ucational content, and how extremists re-create education-
al evidence from previous materials. 
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 Dr. Mustapha Abdullah

Over the last decade, efforts by the Ghana Police Service (GPS) and allied security and intelligence 
agencies to prevent and counter violent extremism (PCVE) have yielded limited results. Conse-
quently, the role of Civil Society Organizations (CSOs) has become increasingly instrumental in 
complimenting the efforts of law enforcement and intelligence agencies. 

Using both primary and secondary data, and focusing on selected CSOs— (West Africa Network 
for Peacebuilding (WANEP) and West Africa Center for Counter Extremism (WACCE), this paper ex-

amines the role/contribution of CSOs in preventing and countering VE in Ghana. It also examines the challenges 
they face.  The paper argues that, suspicion and the attendant lack of synergy between CSOs and law enforcement 
agencies has contributed to slow progress in PCVE in Ghana. The paper thus concludes, recommending the need 
for increased collaboration between the two entities in fighting extremism in Ghana.

Efforts of Civil Society Organizations
Although there are varied conceptualizations of what 
constitutes a civil society organization, for the purpose 
of this paper, it is understood to mean watchdog or ad-
vocacy groups that seek to provide information on the 
evolving threats of VE in Ghana. They thus play a role in 
sensitizing, educating, training and raising awareness 
of people about the dangers of VE.  They also contribute 
to research, advocacy and policy analysis on PCVE in 
Ghana. WANEP, for example, engages in early warn-
ing, data analysis and reports intelligence information 
to the relevant security agencies for quick response. 
In 2019, WANEP’s early warning and data analysis 

revealed that extremists exploited the weak Northern 
Ghana-Burkina Faso border and came into the country.  
This assertion is corroborated by the arrest of a fifty-
five-year-old Burkinabe.

Moreover, CSOs undertake research in vulnerable 
communities to understand the drivers and dynamic 
of extremism, especially in vulnerable communities in 
Ghana. WACCE has undertaken research and organized 
series of workshops in Nima, Mamobi, Ashaiman—all in 
Accra and Damongo and Bolga—in Northern part of the 
country. The aim of these engagements is to uncover 
the drivers of extremism with the view to contributing 
to PCVE. In the five Northern regions for example, over 

 Senior Researcher at the Kofi Annan International Training Center for Peacekeeping Operations, Ghana.

CIVIL SOCIETY AND EXTREMISM
IN GHANA
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350 cases of unresolved chieftaincy conflicts exist, consti-
tuting as key drivers of radicalization and extremism. 

Consequently, both WANEP and WACCE have undertaken 
to develop de-radicalization programs as an important 
measure for countering VE in Ghana. Mutaru, the Executive 
Director of WACCE, in an interview noted that, a radical-
ized individual who was due to join ISIS was deracialized 
through a weekly Islamic program on TV 3 called ‘IQRA’. 
After watching the programme, the said individual called 
and shared his experience and the processes that led to his 
radicalization. This particular incident was used as basis to 
further explore other vulnerable individuals, leading to dis-
suading 21 additional persons, who had been radicalized 
and about travel to join ISIS.

Among the CSOs in Ghana working on issues of security 
and peace and combating violence and extremism include 
the West African Peacebuilding Network, the West Africa 
Center for Combating Extremism, the Kofi Annan Interna-
tional Peacekeeping Training Center, the Regional Advisory 
Information Systems, the Foundation for Security and De-
velopment in Africa and the Association of the Development 
of Ghana Communities.

Challenges and Obstacles
Although CSOs in Ghana are generally viewed as playing 
critical watchdog roles, with regards to PCVE, the security 
agencies view them through a ‘film darkly’. In other words, 
CSOs are seen with suspicion by state security agencies 
partly because they expose their weakness and lack of 
professionalism in maintaining law and order generally. 
Consequently, state security agencies often do not create 
collaborative space with CSOs to discuss and implement 
PCVE programs. On the other hand, while local communi-
ties trust CSOs more than the security agencies, an inter-
view with WANEP indicates that, some communities are 
still reluctant to open up and share relevant information 
necessary to help CSOs uncover the true drivers of ex-
tremism in the country. This was attributed to suspicion of 
the motives of CSOs.

Funding was identified as another challenge for the CSOs. 
Unlike state institutions such as the police and Bureau of 

National Investigation, that receive regular funding from 
government for preventive and counteractive activities, 
CSOs such as WACCE, WANEP and WACSI depend largely 
on external funding to implement projects. This leads to ex-
ternal hegemony or influence and harms local initiatives to 
prevent and combat violent extremism.

Although WACCE for instance has benefited from United 
Kingdom (UK), United States (US) and Canada’s funding 
support, it is inadequate to implement the key program 
activities. This assertion was confirmed in 2015 published 
works by West Africa Civil Society Institute (WACSI) on the 
state of CSO sustainability in Ghana. The Report indicated 
that, many CSOs grapple with acute shortage of funds due 
to donor fatigue and lack of diversified funding. This is like-
ly to be compounded by the COVID-19 pandemic as most 
donor countries in Europe are among the hardest hit.

Moreover, CSOs face the challenge of human resource, 
who are well-trained and can constitute research team to 
undertake empirical research in the area of extremism. In 
most cases, chunk of donor funding is allocated for the im-
plementation projects rather than for hiring qualified per-
sonnel. Such external control or influence jeopardizes local 
initiatives in PCVE initiatives.

Conclusion
Partly as a result of the failure of the security and intelli-
gence agencies, CSOs have gained significant currency in 
PCVE in Ghana. Through early warning, data analysis, re-
search and the organization of workshops, they have con-
tributed to preventing and de-radicalization over 20 Gha-
naian youth who were due to join ISIS and other terrorist 
affiliates across the globe. 

Although they continue to face challenges such mistrust 
between them and the security agencies, funding and hu-
man resource challenges, they remain important actors 
in PCVE in Ghana. State security agencies cannot continue 
to work in silos. Without collaborating and eliciting intelli-
gence information from the CSOs, most of their combative 
responses will lack empirical direction and as consequence 
remain counter-productive. 
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AND BIODEFENSE
PANDEMIC, BIOTERRORISM

 DR. MOHD YAZID BIN ZUL KEPLI
In 2017, Bill Gates warned that bioterror-
ism could kill 30 million people in a year. 
Bill Gates, the co-founder of Microsoft who 
has spent billions in a philanthropic work 
said: “The next epidemic could originate 
on the computer screen of a terrorist in-
tent on using genetic engineering to cre-
ate a synthetic version of the smallpox 
virus ... or a super contagious and deadly 
strain of the flu.”

 Counter-terrorism expert, International Law and Maritime Affairs (ILMA) 
   Research Unit, International Islamic University, Malaysia.
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Bioterrorism 
Bioterrorism is, by definition, the use of infectious 
agents or other harmful biological or biochemical 
substances as weapons of terrorism. The threat is as 
real as the possibility of new pandemic emerging. In-
dividual terrorists, terrorist groups, militant groups, 
cults and even criminals have the ability to use bi-
ological agents to cause harm to society, or their 
specific targets. The rapid advancement of modern 
synthetic biology has led to the possibility that this 
capability can be misused to create dangerous bio-
logical weapons. 

In today’s interconnected world, biological incidents 
can cost millions of lives, cause significant anxiety, 
and disrupt travel, trade and economy. Failure to 
take the necessary step and coordination to prevent 
bioincidents is not an option. 

Bill Gates warned that “it would be relatively easy 
to engineer a new flu strain” by combining a version 
that spreads quickly with one that kills quickly. How-
ever, unlike a nuclear war, such a disease would not 
stop killing once released. All states must collective-
ly develop comprehensive biodefense and biosecuri-
ty framework to cater to this serious danger.

The term biodefense is used widely here to include 
the strategies, means and methods of identifying, 

preventing or managing an attack involving biologi-
cal weapons. These include strategic planning, bio-
surveillance, threat detection, threat monitoring and 
awareness, biological arms control and nonprolif-
eration, counterterrorism, increased biosafety and 
biosecurity, the development of effective medical 
countermeasures (MCMs), medical planning and pre-
paredness, and proper response and recovery activi-
ties. Biodefense is more than a military or emergency 
response term.

Proper allocation, and effective use of budget is nec-
essary. For example, since the 2001 terrorist attacks, 
the United States government has allocated around 
$80-$100 billion to address the threat of biological 
weapons. In July 2004, President George W. Bush 
signed “Project Bioshield”, and the modern biode-
fense industry was born. U.S. funding for bioweap-
ons-related activities focuses primarily on research 
for and acquisition of medicines, stockpiling protec-
tive equipment, increased surveillance and detection 
of biological agents, and improving state and hospital 
preparedness.

The existence of a comprehensive National Biode-
fense Strategy is needed. A National Biodefense 
Strategy is essential to combat biothreats whether 
from natural outbreaks of disease, accidents involv-
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ing high consequence pathogens, or the actions of terror-
ists or state actors. To protect against biological threats, 
government agencies and other key stakeholders should 
commit to a strategic, unified approach. By coordinating 
programs, actions and budgets, governments can better 
plan, anticipate, prevent, prepare for, respond to, and even 
recover from biological attacks or incidents. 

The National Biodefense Strategy
1) Clear Structure and Legal Framework
The National Biodefense Strategy must outline a clear 
structure for interagency cooperation so that all efforts are 
integrated and efficient. The objectives, job scopes, duties 
and responsibilities of each agency, ministry, department 
and institution must be well-defined to prevent overlapping 
responsibilities and to save costs. Thus, the necessary le-
gal framework must be in place. Currently, there is an ab-
sence of an effective overall international “mechanism” or 
lead agency mandated to coordinate response in the event 
of a possible terrorist attack involving chemical or biolog-
ical weapons.

2) Prevention
Preventing terrorist and militant groups from obtain-
ing access to high level biological labs or sensitive data 
is of utmost importance. In its resolution (A/Res/70/291) 

completing the Fifth Review of the United Nations Global 
Counter-Terrorism Strategy (A/Res/60/288), the General 
Assembly called upon all Member States to “prevent ter-
rorists from acquiring weapons of mass destruction and 
their means of delivery... and (encouraged) cooperation 
among and between Member States and relevant regional 
and international organizations for strengthening national 
capacities in this regard.”

3) Preparedness, Planning and Response
This involves the development of biological identification 
systems. Such advanced detection systems can assist in 
providing early warning, identify contaminated areas and 
populations at risk, and to facilitate prompt treatment. At 
the very least, methods to detect hazards associated with a 
biological attack need to be established in major cities. Ear-
ly detection and rapid response to bioterrorism requires 
close cooperation between agencies including public health 
authorities and law enforcement. National detection assets 
and vaccine stockpiles are not so useful if local and state 
officials do not have adequate and timely access to them.

4) Robust Surveillance System
A robust surveillance network and system involving clini-
cians and veterinarians may identify a bioweapon attack 
early in the course of an epidemic, permitting the treatment 
in the vast majority of people (and animal) exposed but not 
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yet ill. For example, in the case of anthrax, it is likely that by 
24–36 hours after an attack, some small percentage of in-
dividuals (those with compromised immune system or who 

had received a large dose of the organism due to proximity 
to the release point) will become ill with classical symp-
toms and signs (including a virtually unique chest X-ray 
finding that can be recognized by public health officials). If 
these data were available to local public health officials in 
real time, most models of anthrax epidemics indicate that 
more than 80% of an exposed population can receive anti-
biotic treatment before becoming symptomatic, and thus 
avoid a significant number of deaths. 

5) Vaccine and Other Preparations 
There is a need to have necessary products and platforms, 
including vaccines, therapeutics and diagnostics as prepa-
ration for man-made and natural emergencies. This in-
cludes the need to develop medical countermeasure tech-
nologies. Whenever possible, there should be collaboration 
between companies working on defense-specific technolo-
gies with the government. These include technologies that 
can be used for conventional health care, pandemics and 
biological defense, such as antivirals, antibiotics, and di-
agnostic tools.

6) Logistics Monitoring 
Food safety, especially in terms of large food supply 
chains, like airline caterings, institutionalized kitchens etc 
must be monitored. Food can be used as a possible mean 
of delivery of various agents (biological and chemical) for 
bioterrorism attacks. Steps on how to identify specific crit-
ical points in a food supply chain, along with proposed cor-
rective activities must be clear. 

Conclusion
There is a need to systematically address the biological 
threats of military biological warfare, bioterrorism, and 
naturally occurring infectious diseases. However, it must 
be noted that the strategy and approach in dealing with 
these diverse threats are significantly different and any 
strategy must take this into consideration. 

Up-to-date bioterrorism law, policy and framework are nec-
essary to manage the risk of bioterrorism and to avoid bu-
reaucracy. It is essential to put in place up-to-date policies 
related to disease containment, proper analysis on modes of 
transmission, early identification of new outbreaks of novel 
or rare diseases, coordination of resources and personnel, 
analysis of implementation of action plans, and to improve 
bioterrorism preparedness. Efficient coordination and com-
munication between states are also fundamental. Intelli-
gence collection on biothreats must always be coordinated 
and improved. In the end, the way to eliminate this threat is 
by working unremittingly together. 
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Following a spate of defeats, terrorist organizations have 
been at a crossroads as how to carry out their criminal op-
erations: either using technical tools that outdo those of the 
governments or using easy and accessible tools that make 
up for their technical backwardness. Compelled, such ter-
rorist organizations opted for the second alternative, hence 
small-dollar terrorism, as termed by subject-matter ex-
perts, has come into play, which is the use of simple tools 
and manufactured bombs and explosives from materials 
sold in the market, instead of the traditional military equip-
ment that is easy to discover, inspired by a statement that 
reads: The easier the weapon, the more difficult it is to dis-
cover.

In 2010, Al-Qaeda called on its followers to make effective 
bombs that inflict harm on the enemy; it provided them with 
various methods of making explosive devices, such as ma-
terials sold in markets without restrictions, and they are 
often found in every kitchen. On May 21 of 2016, Abu Mo-
hammed Al-Adnani of DAESH, issued a statement calling on 
Muslims to “kill the infidels by all means available.”

A leaflet issued by DAESH revealed: “Although knives are 
certainly not the only weapon to inflict harm on the infidels, 
they are widely made available anywhere, so they are easy 
to access, and very easy to conceal, and are deadly and 
lethal, especially if they are in the hands of someone who 
knows how to use them effectively. If a person carries out 
an attack using knives, he can dispose of his weapon once 
done and will easily get one more”.

Between 1970 and 2016, about 3,338 small-dollar, low-cost 
terrorist attacks were carried out, including 307 attacks in 

Western Europe, 60 attacks in North America, 188 attacks 
in South America and 1,160 attacks in the Middle East and 
North Africa.

The methods of extremist groups and terrorist organiza-
tions have changed from large operations that require 
planning, resources and pinpoint accuracy in execution to 
low-cost operations that use inexpensive and easy-to-man-
ufacture tools. The method most used by terrorist organi-
zations in light of the pressures they face and the defeats 
they sustain is using a combination of several rudimentary 
methods, such as setting fires, attacking with small gre-
nades, vehicle ramming and using knives. The strategic 
estimate is almost unanimous that the most persistent ter-
rorist threats will be of this nature.

Hours into the evening of July 14, 2016, a 31-year-old ter-
rorist drive his truck and ran into a crowd of pedestrians 
participating in a show of fireworks in Nice, France, killing 
85 people. On December 19 of 2016, a DAESH terrorist used 
the same method in Berlin, dropping his car into the Christ-
mas market in the city center, killing 12 people and injuring 
56 others. The percentage of using knives and pistols in ter-
rorist attacks increased from only 7.3% between 2001 and 
2007 to 33% after 2008.

Massive and carefully planned terrorist operations are no 
longer an option for terrorist organizations, which have 
resorted to low-cost attacks, with easily accessible tools 
(truck, knife, pistol, rifle). These methods keep the terrorist 
threat alarming and frightening, as the use of these meth-
ods by terrorists threatens innocent people and instills fear 
more than what their major terrorist operations do.
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